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Strengthen Controls and Reduce SOX Costs Through
Your People

By Ron Kral, cpA, cMA, CGMA
Partner of Kral Ussery LLC

The heart-beat of strong controls! is clearly in the hands of people. While the movement to
automate controls has appropriately gained momentum in an effort to reduce testing efforts and
maximize operating effectiveness, the majority of entitywide controls? rely upon people. Investing
in your people and culture, which is the essence of entity-wide controls, is a company’s safest bet
to avoid material weaknesses and gain cost efficiencies. Competent people working within a
healthy control environment will do more to reassure your external auditors than anything you can
provide on the costly documentation front.

Entity-wide controls include: promoting ethical values, a commitment to competence, the board’s
influence on “tone-at-the-top,” organizational structure, assignment of authority, and human
resource practices. People ultimately establish and oversee company objectives and the
underlying controls to reach them. Unfortunately, the reality is that many companies continue to
struggle on this front.

An analysis® of material weakness disclosures to the Securities Exchange Commission (SEC)
relating to internal controls over financial reporting (ICFR) at approximately 400 public companies
revealed that personnel was by far the most common source of problems. Causes of personnel
weaknesses include:

shortage of skilled people

disgruntled employees
wrong skill sets for position
poor training
overwhelming workloads
excessive staff turnover
poor accountability

weak segregation of duties
poor supervision

These challenges are nothing new. However, they are coming to the forefront largely due to
section 404 of Sarbanes-Oxley (SOX), which requires public companies to evaluate and report on
ICFR in their annual report to the SEC. Still, many managers and internal auditors continue to
miss opportunities to adequately address personnel risks. Part of the challenge rests with

1 “Controls” are simply policies, procedures, and activities within a process to reach operating, compliance, or
financial reporting objectives.

2 “Entity-wide controls” are defined by the Committee of Sponsoring Organizations of the Treadway Commission
(COSO) publication entitled, Internal Control over Financial Reporting — Guidance for Smaller Public Companies,
2006, as “controls that occur at the entity level of a company and have pervasive influence across the organization.”
% Source is Compliance Week Analysis Of Internal Control Weakness Disclosures (Sept. 6, 2006).
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understanding the top-down, risk-based, approach in conducting control assessments as
suggested by the SEC and the Public Company Accounting Oversight Board (PCAOB). A top-
down approach means evaluating controls in a sequential manner starting with entity-wide
controls, while a risk-based effort simply directs resources to the highest risk areas relative to
financial misstatement. Understanding your people and the associated risks are critical in rolling
out a top-down and risk-based approach.

Here are some suggestions in addressing people related risks through control assessments:
Begin with entity-wide controls, especially the company’s attitude towards ensuring an
appropriate level of management and staff competency.

Companies don’t necessarily need to be hiring the most expensive staff on the market, but
they do need to hire the right caliber of people for positions.

Be diligent with your risk assessment process. Commit to a schedule of periodic risk
assessment sessions that include robust brainstorming amongst a diverse range of
managers and process owners.

Take an inventory of key personnel involved with entity-wide and application level controls
over financial reporting. ldentify and quantify a series of metrics pertaining to skill sets,
workloads, competency levels, training needs, incentives, accountabilities, and
performance levels.

Be on the lookout for warning signs such as: disgruntled employees, missed deadlines,
concerns of overwhelming workloads, confusion over roles, high staff turnover, and
excessive absences.

Invest in monitoring activities since controls tend to deteriorate over time when there is
little or no monitoring. Objective supervisors can and should play a key role.

In conclusion, companies can greatly benefit by investing in their managers and staff to help
reach corporate objectives. This is especially true for public companies attempting to maximize
cost-efficiencies and benefits through their SOX-404 process. By taking a candid look at their
people and related risks early in the annual assessment process, companies can be well on their
way to a successful control evaluation. Good luck, and remember that your company is only as
good as its people.
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Ron Kral is a partner of Kral Ussery LLC, a public accounting firm delivering advisory services,
litigation support and internal audits. Ron is a highly rated speaker, trainer and advisor. He is a
member of 4 of the 5 COSO sponsoring organizations; the AICPA, FEI, IIA, and IMA. Contact
Ron at Rkral@KralUssery.com or www.linkedin.com/in/ronkral.

Kral Ussery LLC serves US public and private companies to protect and grow shareholder
value, as well as non-profits and governments with internal controls and in combating fraud. We
assist entities with governance and in all matters relating to financial reporting, including SEC
compliance, internal controls testing and remediation, IT general controls, IPO readiness, M&A
transactions, US GAAP compliance and implementation of new accounting standards. Visit us at
www.KralUssery.com.
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