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The SEC’s New Cyber Disclosure Rules are Here

The SEC voted 3:2 to adopt new rules requiring registrants to disclose material cybersecurity
incidents in Form 8-K and make annual disclosures regarding;

¢ policies and procedures to identify and manage cybersecurity risk,

o the board’s oversight of risks from cybersecurity threats, and

¢ management’s role in assessing and managing material risks from cybersecurity threats.

The timeline until effectiveness is short as most registrants will be required to make these new annual
disclosures in their 2023 Form 10-K (or Form 20-F) reports, and to report material cybersecurity
incidents in Form 8-K as early as December 18, 2023.

Cybersecurity Incident Disclosures in Form 8-K

New Item 1.05 of Form 8-K requires registrants to disclose cybersecurity incidents within four
business days from the date they determine the incident(s) to be material. A delay in the four-
business day requirement is permitted only in circumstances when the U.S. Attorney General notifies
the SEC in writing that such disclosure poses a substantial risk to national security or public safety.*
While the date of the materiality determination may be the same date or after the date of the incident’s
discovery, registrants must make their materiality determinations without “unreasonable delay.”
Foreign private issuers (FPIs) are required to make similar disclosures on Form 6-K.

The materiality evaluation of a cybersecurity incident is consistent with the evaluation of any other
event or risk that a registrant may face. Accordingly, an incident is material if “there is substantial
likelihood that a reasonable shareholder would consider it important” or if it would have “substantially
altered the ‘total mix’ of information made available from the perspective of a reasonable investor.”
Considerable judgment may be required in the materiality determination; registrants must consider all
relevant facts and circumstances, including both quantitative and qualitative factors.

When disclosure is triggered under Item 1.05, the registrant must disclose the material:
e Aspects of the scope, nature, and timing of the cybersecurity incident?

e Impact or reasonably likely material impact on the registrant’s financial condition and results of
operations

1 The initial delay period of up to 30 days may be extended by the U.S. Attorney General up to a total of 90 days after which
the SEC will consider additional requests for delay and potential relief through exemptive order.

2 Specific or technical information about the registrant’s cybersecurity system, planned response to the incident, or potential
system vulnerabilities is not required.
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If the information required to make these disclosures is not available or determined at the time of
filing, the registrant is required to include a statement to that effect and file an amendment to Form 8-
K within four business days after the information becomes available. Unlike in the proposed rules,
registrants are not required to continually provide updated information about the incident in Form 8-K
or their periodic reports in Forms 10-Q and 10-K. However, registrants have a duty to update any
disclosure that becomes materiality inaccurate (or omitted a material fact necessary to make the
disclosure not misleading).

Disclosures made in Item 1.05 are eligible for the limited safe harbor from liability under Section 10(b)
or Rule 10b-5 under the Exchange Act.

Risk Management, Strategy, and Governance Disclosures

Item 106 of Regulation S-K and Item 16K of Form 20-F require registrants to disclose information
about their cybersecurity risk management, strategy, and governance in sufficient detail for a
reasonable investor to understand. While such disclosures are required in Forms 10-K and 20-F,
registrants should consider the materiality of cybersecurity risks and incidents when preparing
disclosures in connection with registration statements.

Risk Management and Strateqy

Item 106(b) requires registrants to describe:

e Their processes, if any, for assessing, identifying, and managing material risks from
cybersecurity threats

o Whether any risks from cybersecurity threats have materially affected (or are reasonably likely
to materially affect) their business strategy, results of operations, or financial conditions

In providing these disclosures, registrants are required to address, at a minimum, the following:

o Whether and how cybersecurity processes have been integrated into the registrant’s overall
risk management process

e Whether the registrant engages third parties in connection with such processes
Whether the registrant has processes to oversee and identify material risks from cybersecurity
threats associated with third-party service providers

e Any other information necessary for a reasonable investor to understand their cybersecurity
processes

Governance
Item 106(c) requires registrants to describe:

e The board’s oversight of risks from cybersecurity threats and, if applicable, any board
committee or subcommittee responsible for the oversight of these risks and the related
processes by which such committee is informed about the risks

e Management’s role in assessing and managing material risks from cybersecurity threats

In providing these disclosures, registrants are required to address, at a minimum, the following:

¢ Which management positions or committees are responsible for assessing and managing
cybersecurity risks
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¢ The relevant expertise of members of management responsible for assessing and managing
cybersecurity risks

e How members of management or committees are informed about and monitor cybersecurity
incidents

¢ How such information is reported to the board of directors or board committee

The proposed rules would have required disclosure about the cybersecurity expertise, if any, of
members of the registrant’s board of directors. The SEC dropped the proposed requirement because
it concluded that effective cybersecurity processes are designed and administered largely by
management.

Insights: Robust Processes and Controls will be Needed to Address these
Requirements

The definition of a cybersecurity incident in the proposed rule was revised to include “a series of
related unauthorized occurrences” to reflect that cyberattacks sometimes compound over time, rather
than at a point in time. The SEC gave the following examples:

¢ The same malicious actor engages in small but continuous cyberattacks against the registrant
o A series of related attacks from multiple actors attack the same vulnerability

Evaluating whether a series of related unauthorized occurrences are collectively material to the
registrant may require the application of professional judgment, based on the facts and
circumstances.

The definition of an information system includes resources “used by” the registrant. Accordingly,
cybersecurity incidents that occur on third-party systems used by the registrant are required to be
considered for reporting.

Registrants will need robust processes and controls so that such events are properly considered for
disclosure.

Definitions in Item 106 of Regulation S-K
The new requirements include the following definitions:

Cybersecurity Incident: an unauthorized occurrence, or a series of related unauthorized
occurrences, on or conducted through a registrant’s information systems that jeopardizes the
confidentiality, integrity, or availability of a registrant’s information systems or any information residing
therein.

Cybersecurity Threat: any potential unauthorized occurrence on or conducted through a registrant’s
information systems that may result in adverse effects on the confidentiality, integrity, or availability of
a registrant’s information systems or any information residing therein.

Information System: electronic information resources, owned or used by the registrant, including
physical or virtual infrastructure controlled by such information resources, or components thereof,
organized for the collection, processing, maintenance, use, sharing, dissemination, or disposition of
the registrant’s information to maintain or support the registrant’s operations.
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Scope and Adoption Timeline

The amendments are applicable to virtually all registrants, except for asset-backed issuers, which are
exempt from these new disclosure requirements.

The cybersecurity incident disclosures are required in Form 8-K (Form 6-K for FPIs) beginning the

later of 90 days after publication in the Federal Register or December 18, 2023. Smaller Reporting

Companies (SRCs) have an additional 180 days to comply with the Form 8-K requirements (that is,
the later of 270 days after publication in the Federal Register or June 15, 2024).

The new risk, strategy, and governance disclosures in Forms 10-K and 20-F are required for
registrants beginning with fiscal years ending on or after December 15, 2023. There is no delay for
SRCs for these requirements.

Link to Final Rule

Link to Fact Sheet
*kkkk

Kral Ussery LLC is a public accounting firm delivering advisory services, litigation support, and
internal audits. We serve U.S. public and private companies to protect and grow shareholder value, as
well as non-profits and governments on internal controls and combating fraud. Our firm assists entities
in all matters relating to financial reporting, including SEC compliance, internal controls, SOX-404, IT
general controls, IPO readiness, M&A transactions, U.S. GAAP compliance, audit preparedness, and
internal auditing. Visit us at www.KralUssery.com.

This is an article from the Governance Issues™ Newsletter, Volume 2023, Number 3, published
on November 7, 2023, by Kral Ussery LLC.

The Governance Issues™ Newsletter is meant to be distributed freely to interested parties. However, any use of this article
must credit the respective author and Kral Ussery LLC as the publisher. All rights reserved. Use of the newsletter article
constitutes acceptance of our Disclaimer and Privacy Policy. To receive the newsletter, go to www.KralUssery.com and
register. Or, send a request to newsletter@KralUssery.com and we will register you.
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